
Privacy policy – Caroline Eglinton (Trinity Counselling)

1.    Introduction
1.1    I am committed to safeguarding the privacy of my counselling clients and prospective counselling clients.
1.2    This policy applies where I am acting as a data controller for the personal data of clients, prospective clients; in other words, where I determine the purposes and means of the processing of that personal data.
1.3    You will not receive Direct Marketing from me. I will only communicate with you as an integral part of your contract with me, or in the negotiation of a possible contract. 
1.4    In this policy, “I", ”my” and "me" refer to Caroline Eglinton (Trinity Counselling)
1.5    When I refer to “counsellor” I also include “therapist”.
2.    How I use your personal data
2.1    In this Section 2 I set out:
2.1.1  the general categories of personal data that I process
2.1.2 the purposes for which I process personal data
2.1.3  the legal bases of the processing
3 	Categories of data
3.1	Contact data. I will process some, or all, of the following data 
3.1.1  your name 
3.1.2  address and postcode
3.1.3  phone number/s 
3.1.4  email address/es
3.1.5  skype or other video contact systems addresses or numbers
3.1.6  The purpose of processing the data is for me to fulfil my contract with you
3.1.7 The legal basis for processing this data is that it is necessary to fulfil our contract with you.
3.2	Information about you. Practical information relating the counselling you seek
3.2.1    referral date
3.2.2    reason for seeking counselling (referred to as the “presenting problem” above) 
3.2.3    your partner’s and/or family members name if you are seeking couples or family 			    counselling 
3.2.4    the fee 
3.2.5    date of the first session and your availability to attend future sessions
3.2.6    The purpose of processing the data is for me to fulfil my contract with you and keep an  	  accurate record
3.2.7    The legal basis is that it is necessary to process the data to fulfil our contract with you
3.3 	Special category data - this is prescribed in the General Data Protection Regulations. The following list is not exhaustive but indicates the type of data in this category. 
3.3.1     racial or ethnic origin
3.3.2     political opinions 
3.3.3      religious or philosophical beliefs
3.3.4      trade union membership
3.3.5      the processing of genetic data
3.3.6     biometric data for the purpose of uniquely identifying a natural person ("natural      		   person" is a human being and does not include a machine or a legal entity)
3.3.7     data concerning health
3.3.8     data concerning a natural person’s (see 3.4.6 above) sex life or sexual orientation
3.3.9     The purpose of processing this data is to meet a professional duty upon me to keep 		   records to help me when I reflect on our work together
3.3.10    The legal basis is your consent.
3.4	Transactional information - used when you pay. 
3.4.1    bank account number and sort code
3.4.2    Credit/Debit card identifiers 
3.4.3    The purpose of processing this information is to complete the financial transaction 			 associated with the service provided and keeping proper records of my business   			 transactions as required by law
3.4.4    The legal basis is that it is necessary to process the data to fulfil my contract.
3.5	Accounts information - information I hold and use about the financial transactions
3.5.1  Transaction details - my financial records.
3.5.2  The purpose of processing this information is to complete the financial transaction 			associated with the service provided and keeping proper records of my business 			transactions as required by law.
3.5.3   The legal basis is that it is necessary to process the data to fulfil my contract with you.
3.6	Correspondence data - a record of our correspondence relating to my contract with you.
3.6.1  I keep a record of my correspondence with you. This is most likely to refer to either emails or telephone calls.
3.6.2  The correspondence data will be processed to communicate with you and record-keeping. 
3.6.3 The legal basis for this processing is my legitimate interests, namely the proper administration of my business and communications with you.
3.7	Counselling enquiries Sometimes people contact me, but a counselling contract does not finally result.
3.7.1  The enquiry data is processed to offer an appropriate services to you.
3.7.2  The legal basis for this processing is taking steps, at your request, to enter into such a contract. 
3.8    Legal defence
3.8.1  I may process any of your personal data identified in this policy where necessary for the establishment, exercise or defence of legal claims, whether in court proceedings or in an administrative or out-of-court procedure. 
3.8.2  The legal basis for this processing is my legitimate interests, namely the protection and assertion of my legal rights, your legal rights and the legal rights of others.
3.9	Insurance
3.9.1 I may process any of your personal data, but not special category data, identified in this policy where it is necessary to obtain or maintain insurance coverage, managing risks, or obtaining professional advice. 
3.9.2  The legal basis for this processing is my legitimate interests, namely the proper protection of our business against risks. 
3.10	Legal obligation
3.10.1  In addition to the specific purposes for which I may process your personal data set out in this Section 3, I may also process any of your personal data where such  processing is necessary for compliance with a legal obligation to which I am subject,  or in order to protect your vital interests or the vital interests of other natural persons.
3.10.2 The purpose is the proper protection of my business against risks.
3.10.3 The legal basis for this processing is to comply with the orders of a competent court, statute or EU Directive, the proper protection of our business against risks.
4.    Providing your personal data to others
4.1    I may disclose your personal data to my insurers and/or professional advisers insofar as is reasonably necessary for the purposes of obtaining or maintaining insurance coverage, managing risks, obtaining professional advice, or the establishment, exercise or defence of legal claims, whether in court proceedings or in an administrative or out-of-court procedure.
4.2    I may send your personal data to my IT suppliers or subcontractors insofar as is reasonably necessary for record keeping.
4.3    My incoming telephone calls are occasionally answered by a messaging service providers (MoneypennyLtd) and they pass a brief summary of your call to me by text and it is also available to Counselling Works Ltd on Moneypenny’s secure website. You can find information about Moneypenny’s privacy policies and practices at https://www.moneypenny.com/uk/privacy/ 
4.4    Financial transactions relating to our services are handled by our payment services providers - (banking facilities) Nationwide Building Society.  I will share transaction data with them to the extent necessary to process your payments, refunding payments and dealing with complaints and queries relating to payments and refunds. You can find information about the payment services providers' privacy policies and practices at https://www.nationwide.co.uk/about/corporate-information/cookies-and-privacy/how-we-use-your-information 
4.5    I will provide HMRC with data they require if I am obliged by law to do so.
4.6    My accountants  - not applicable at this time. 
4.7    In addition to the specific disclosures of personal data set out in this Section 4, I may disclose your personal data where such disclosure is necessary for compliance with a legal obligation to which I am subject, or in order to protect your vital interests or the vital interests of other natural persons. I may also disclose your personal data where such disclosure is necessary for the establishment, exercise or defence of legal claims, whether in court proceedings or in an administrative or out-of-court procedure.
5.    International transfers of your personal data
5.1    In this Section 5, I provide information about the circumstances in which your personal data may be transferred to countries outside the European Economic Area (EEA).
5.2    I store data on my IT services provider’s secure servers within the European Union (EU) or facilities which are subject to the EU-U.S. and Swiss-U.S. Privacy Shield. (Dropbox, Apple and Microsoft are signatories of the Privacy Shield)
6.    Retaining and deleting personal data
6.1    This Section 6 sets out my data retention policies and procedure, which are designed to ensure that I comply with my legal obligations concerning the retention and deletion of personal data.
6.2    Personal data that I process for any purpose will not be kept for longer than is necessary for that purpose.
6.3    I will retain data for three months after I last had contact with you if a counselling agreement does not proceed, and for three years following the last day that you have used my service if a counselling contract did result.
6.4    Notwithstanding the other provisions of this Section 6, I may retain your personal data where such retention is necessary for compliance with a legal obligation to which I am subject, or to protect your vital interests or the vital interests of another natural person.
6.5 	The law requires that accounting records are kept 6 years and can be requested by Allan Turner	Page 1	10/09/2018 during that time.
7.	Amendments
7.1    I may update this policy from time to time by publishing a new version. Please check back at the place you received this Privacy Statement. 
7.2    You should check this page occasionally to ensure you are happy with any changes to this policy.
7.3    I may notify you of significant changes to this policy by email to the last email address you have supplied me with.
8.	Your rights
8.1	In this Section I have summarised the rights that you have under data protection law. Some of the rights are complex, and not all of the details have been included in this summary. The legislation referred to is the General Data Protection Regulations and The Data Protection Act 2018 (when it receives Royal Assent) details are available from the Information Commissioner’s Office. www.www.ico.gov.uk. 
8.2	Your principal rights under the legislation are:	
8.2.1	the right to access
8.2.2 the right to rectification
8.2.3 the right to erasure (sometimes referred to as the right to be forgotten)
8.2.4	the right to restrict processing
8.2.5	the right to object to processing
8.2.6	the right to data portability
8.2.7	the right to complain to a supervisory authority (in the UK this the Information Commissioner’s Office)
8.2.8	the right to withdraw consent.
8.3	You have the right to know whether I process your personal data and, if I do, have access to that data. Additionally, details of the purposes of the processing (which are included in this policy), the categories of personal data concerned (included in this policy) and the recipients of the personal data (included in this policy).  Providing the rights and freedoms of others are not affected, I will supply to you a copy of your personal data. The first copy will be provided free of charge, and additional copies may be subject to a reasonable fee.
8.4	You have the right to have any inaccurate personal data about you rectified, and to have any incomplete personal data about you, completed.
8.5	In some circumstances you have the right to the erasure of your personal data without undue delay. Those circumstances include: 
8.5.1    the personal data that is no longer necessary in relation to the purposes for which it 		 was originally collected 
8.5.2    you can withdraw consent to consent-based processing (3.4 above)
8.5.3    you object to the processing under rules of applicable data protection law
8.5.4    the processing is for direct marketing purposes
8.5.5 		 the personal data has been unlawfully processed. 
8.6    However, there are exclusions to the right to erasure. 
8.6.1  the general exclusions include where processing is necessary
8.6.2    for exercising the right of freedom of expression and information
8.6.3    for compliance with a legal obligation 
8.6.4    for the establishment, exercise or defence of legal claims.
8.7    In some circumstances you have the right to restrict the processing of your personal data. Those circumstances are: 
8.7.1  you contest the accuracy of the personal data 
8.7.2   processing is unlawful, but you oppose erasure 
8.7.3   I no longer need the personal data for the purposes of my processing, but you 			require personal data for the establishment, exercise or defence of legal claims 
8.7.4   you have objected to processing, pending the verification of that objection. 
8.8    Where processing has been restricted on this basis, I may continue to store your personal data. However, I will only process it: 
8.8.1   with your consent 
8.8.2   for the establishment, exercise or defence of legal claims 
8.8.3   for the protection of the rights of another natural or legal person
8.8.4   or for reasons of important public interest.
8.9    You have the right to object to my processing of your personal data on grounds relating to your particular situation, but only to the extent that the legal basis for the processing is that the processing is necessary for: 
8.9.2  the performance of a task carried out in the public interest or in the exercise of any official authority vested in me
8.9.3  the purposes of the legitimate interests pursued by me or by a third party. If you make such an objection, I will cease to process the personal information unless I can demonstrate compelling legitimate grounds for the processing which override your interests, rights and freedoms, or the processing is for the establishment, exercise or defence of legal claims.
8.10   You have the right to object to my processing of your personal data for direct marketing purposes (including profiling for direct marketing purposes). If you do object, I will cease to process your personal data for this purpose.
8.11    You have the right to object to my processing of your personal data for the following purposes: 
8.11.1  scientific 
8.11.2  historical research 
8.11.3  statistical purposes on grounds relating to your particular situation, unless the    		processing is necessary for the performance of a task carried out for reasons of public 	interest.
8.12    You have the right to receive your personal data from me in a structured, commonly used and machine-readable format if: 
8.12.1 the processing is carried out by automated means
8.12.2 its legal basis is consent, or that the processing is necessary for the performance of a contract to which you are party, or to take steps at your request prior to entering into a contract
8.12.3 However, this right does not apply if it would adversely affect the rights and freedoms of others.
8.13    If you consider that my processing of your personal information infringes data protection laws, you have a legal right to lodge a complaint with a supervisory authority responsible for data protection. You may do so in the EU member state of your habitual residence, your place of work or the place of the alleged infringement.
8.14    If the legal basis for our processing of your personal information is consent, you have the right to withdraw that consent at any time. Withdrawal will not affect the lawfulness of processing before the withdrawal.
8.15    You may exercise any of your rights relating to your personal data by written notice to me, in addition to the other methods specified in this Section 8.
9.	My details – Caroline Eglinton Trinity Counselling 
9.1    My principal place of business is at 62 High Street, Stony Stratford, Milton Keyes. MK11 1AQ.  Also at Olney Treatment Rooms, Olney Business Centre, Berrells Court, East St, Olney, MK46 4AR. 
9.4    You can contact me:
(a)    by post, to Caroline Eglinton. 62 High Street, Stony Stratford, Milton Keyes. MK11 1AQ; or at Olney Treatment Rooms, Olney Business Centre, Berrells Court, East St, Olney, MK46 4AR. 
(b)    by telephone, on 0333 210 0121; or
(c)    by email, caroline@trinitycounselling.co.uk 
10.	Data protection registration
[bookmark: _GoBack]10.1	I pay an annual fee as a Data Controller to the Information Commissioner’s Office (ICO number ZA296563)
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